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Distribuce

openSUSE
Debian & Ubuntu
CentOS (Fedora?)
Arch / Alpine
*BSD

Windows



Poskytovatel

Silicon Hill
e Nase infrastruktura
e Virtualy pro aktivni
e shell.sh.cvut.cz
Vpskree.cz
active24 / wedos / forpsi
Digitalocean / Vultr
Amazon EC2 / Google Computer Engine
Azure



VPS & Kontejner

e Virtual Private Server
e Virtualizovany stroj
e Vlastni Kernel
e Kontejner
e Kontejnery sdili Kernel

e Shell
e Omezeny uzivatelem

e Dedikovany server
e Vlastni & pronajaty stroj & dalsi sluzby



SSH

Secure SHell

Program & protocol
VVzdalené prihlaseni
Prenos souboru

Tunel pro dalsi protokoly



Linux

pepa@desktop:~/ $ ssh root@l.2.3.4
root@l1.2.3.4:~/ #



OS X

pepa@desktop:~/ $ brew install openssh
pepa@desktop:~/ $ ssh root@l.2.3.4
root@l1.2.3.4:~/ #




Windows
e PUlTY & Windows Subsystem for Linux

r PuTTY Configuration l 5 X J\

Category:

=I- Session Basic options for your PuTTY session
. Windows PowerShell - Logging
I 3. Terminal
e éenmna Host Name (or |IP address) Port
Windows PowerShell ; ;”Wﬂmﬁm 59
Copyright (C) Microsoft Corporation. All Bl
. - Features Connection type:
=) Window JRaw () Telnet () Rlogin @ SSH () Serial
: Appearance
- Behaviour
. Translation Saved Sessions

Specify the destination you want to connect to

PS C:\Users\chris> ssh chris@localhost
chris@localhost's password:

Load, save or delete a stored session

- Selection
. i-Colours
=) Connection

Data

Default Settings [

Save

Close window on exit:
) Always 1 Never @ Only on clean exit

About ] [ Help [ Open ] [ Cancel




Vlastni uzivatelsky ucet

root@l1.2.3.4:~/ # useradd pepa
root@1.2.3.4:~/ # passwd pepa
root@l1.2.3.4:~/ # mkdir /home/pepa
root@l1.2.3.4:~/ # chown -R pepa /home/pepa
root@l1.2.3.4:~/ # exit

pepa@desktop:~/ $ ssh pepa@1.2.3.4
pepa@1.2.3.4:~/ $



Bezny uzivatel & root

pepa@1.2.3.4:~/ $ whoami

peEpda
pepa@1.2.3.4:~/ $ sudo whoami
Password:

root



Bezny uzivatel & root (alt.)

pepa@®1.2.3.4:~/ $ whoami
pepad

pepa@1.2.3.4:~/ $ su -
Password:
root@1.2.3.4:~/ # whoamt
root



Klicky Kk serveru

pepa@desktop:~/ $ ssh-keygen -t rsa
pepa@desktop:~/ $ 1s ~/.ssh/

~/.ssh/1d_rsa ~/.ssh/id_rsa.pub
pepa@desktop:~/ $ ssh-copy-id pepa@1.2.3.4
Password:

pepa@desktop:~/ $ ssh pepa@1.2.3.4
pepa@l1.2.3.4:~/ $



Hosthame

pepa@1.2.3.4:~/ $ sudo hostnamectl set-
hostname machine

pepa@®1.2.3.4:~/ $ exit

pepa@®machine:~/ $

Cas
pepa@1.2.3.4:~/ $ sudo timedatectl set-ntp

true
pepd@1.2.3.4:~/ $ sudo timedatectl set-

timezone "Europe/Prague”



Secure FTP

pepa@machine:~/ $ sftp srv.key pepa@l.2.3.4:~/
pepa@®machine:~/ $ ssh pepa@1.2.3.4 1s
srv.key



KVM, Rescue console, ...

e Keyboard, Video Monitor (and Mouse?)
e HTML5, VNC, Java aplikace, ...

e Posledni zachrana (chyba pri strartu / sit

Vps v p s A d m i n

arsion: 3.0.0.dev.3ed3ic79

Status Members VPS Backups NAS

Remote Console for VPS #11143 nage VPS

Welcome to vpsFree.cz Remote Console

huis-ng login:




Firewall

e Ridi a zabezpecduje sitovy provoz

e Hardwarovy firewall
e Pro celou sit
* Firewall as a service
e \Webovy interface & API
e Systémovy firewall
e Modul v jadre operacniho systemu
e Obsluzny software:
e |ptables, nftables, firewalld, pf, ...

* Pritelkyne blokujici odchozi provoz do hospody



firewalld

$ sudo firewall-cmd --get-zones
external trusted
$ sudo firewall-cmd --permanent --new-zone external
$ sudo firewall-cmd —-permanent —-zone external --add-
service ssh
$ sudo firewall-cmd —-permanent —-zone external -
change-interface ens0
$ sudo firewall-cmd --permanent --zone=external --add-
source=5.6.7.8/32
$ sudo firewall-cmd --reload
$ sudo firewall-cmd --zone external --list-all
external

target: default

1cmp-block-1nversion: no

1nterfaces: ensO



sudo
sudo
sudo
sudo
sudo

A A A A A

1ptables
1ptables
1ptables
1ptables
1ptables

Iptables

-A INPUT
-A INPUT
-A INPUT
-A INPUT
-A INPUT

--dport 22 -7 ACCEPT

$ sudo iptables -A INPUT
ESTABLISHED,RELATED -3 ACCEPT
$ sudo iptables -P INPUT DROP

-1 lo -3 ACCEPT

-1 ens® -7 ACCEPT

-s 5.6.7.8 -7 ACCEPT
-p 1cmp -7 ACCEPT

-p tcp -m tcp

-m state --state

$ sudo iptables-save > rules_v4.txt
$ sudo iptables-restore < rules_v4.txt



Ip6tables

sudo i1potables -A INPUT -1
sudo i1potables -A INPUT -1
sudo 1potables -A INPUT -s
sudo 1potables -A INPUT -p
sudo 1pobtables -A INPUT -p
--dport 22 -7 ACCEPT

$ sudo ipotables -A INPUT -m
ESTABLISHED,RELATED -3 ACCEPT
$ sudo ipbtables -P INPUT DRO

A A A A A

$ sudo ipobtables-save > rules
$ sudo ipbtables-restore < ru

lo -3 ACCEPT

ens@® -7 ACCEPT
2a03::1 -7 ACCEPT
1cmpvo -7 ACCEPT
tcp -m tcp

state --state

»

_Vb.txt

les_vo.txt



Instalace balicku

openSUSE: zypper
Debian & Ubuntu: apt
CentOS: yum
Fedora: dnf

Arch: pacman

Alpine: apk

*BSD: pkg



$ sudo zypper ref

OpenSUSE $ sudo zypper rm nano

Debian &
Ubuntu

Fedora
CentOS

$ sudo zypper in vim

$ sudo apt update
$ sudo apt remove nano
$ sudo apt install vim

$ sudo dnf rm nano
$ sudo dnf in vim

$ sudo yum remove nano
$ sudo yum install vim



Vite vim?
. SUT Nauc se Vim jednou pro vzdy

t

type

type
type
type

shell: ~ (ssh)

VIM - Vi1 IMproved

version 8.1.1401
by Bram Moolenaar et al.
Modified by team+vim@tracker.debian.org
Vim 1s open source and freely distributable

Help poor children in Uganda!

rhelp iccf<Enter>

:q<Enter>
rhelp<Enter> or <Fl>
:help version8<Enter>

for information
to exit

for on-1line help
for version info

9,0-1

All




tmux

e DFive screen
e Perzistentni session
e “Terminal v terminalu”

e ctrl+b ¢ => Nove okno
e ctrl+b n => Dalsi okno
e ctrl+b x => Zavrit okno
e ctrl+b d => Opustit session

$ tmux new # Vytvorit session
$ tmux attach # Pripojit se k session



Web server

* Nginx
e | ehky, vykony a vSestrany
o Casto proxy pred aplikaénim serverem
e apache?
e Starsi, .htaccess soubory, vice modulu
e Oblibeny u PHP vyvojaru

$ zypper in nginx # or apache?2

$ echo “Hi all” > /srv/www/htdocs/index.html
$ curl http://localhost/

Hi all



Docker

e Aplikacni kontejnery
e Kazda aplikace je ve svém kontejneru
 Pro vetsi nasazeni je tu Kubernetes

$ zypper in docker docker-compose
$ docker run -d -p 8080:80 nextcloud



3:00 AM

Pro dnesek konec

. Mate néjake otazky?
ADMIN



